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1. EXECUTIVE SUMMARY 
 
1.1. The purpose of this report is to provide members of the Audit, Pensions and Standards 

Committee with an update on risk management within the Authority, and presents them 
with the Corporate Risk Register for consideration. 

 
2. RECOMMENDATIONS 
 
2.1. The Members of the Audit, Pensions and Standards Committee are requested to: - 
 

a) note the contents of this report; 
b) review and consider the contents of the Corporate Risk Register. 

 
3. REASONS FOR DECISION 
 
3.1. The Accounts and Audit Regulations 2015 states that the Council must ensure that it has 

a sound system of internal control which includes effective arrangements for the 
management of risk. It is paramount that all risks are clearly identified, managed and 
reported through the relevant channel. Risks can never be entirely eliminated but 
proportionate and targeted action can be taken to reduce risks to an acceptable level. It 
is essential that managers and their teams manage risks to: 

 

 achieve council priorities to put residents first; 

 ensure robust financial management; 

 protect staff and residents; 

 protect valuable assets; and, 

 maintain and promote the council’s reputation. 
 

4. PROPOSAL AND ISSUES  
 
4.1. Risk is the uncertainty of an event occurring that could have an impact on the 

achievement of objectives, and is measured in terms of impact and likelihood. For the 
London Borough of Hammersmith and Fulham, risk management is the process whereby 
the council methodically addresses these risks to achieving its vision, corporate and 
operational objectives. 

 
4.2. The Chief Executive and Strategic Leadership Team needs a full understanding of the 

Council’s risks to fulfil its fiduciary duty. Managing risk is therefore part of everyday 
business for the Council and is a process that involves the early identification of risks, 
assessing their potential consequences and determining the most effective way to reduce 
the likelihood and/or impact of the risk. 
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4.3. The Council’s approach to risk management requires Directors, managers and staff, 

through their Senior Management Teams, to: 
 

 identify risks; 

 assess the risk; 

 agree and take action to manage the risk; and, 

 monitor and review risks. 
 

4.4. This report provides the Committee with an update on corporate risks following review by 
the Council’s Strategic Leadership Team in August. The Corporate Risks are listed in 
Appendix A. There are currently 25 live corporate risks including 3 new risks. 
 

4.5. Risks are represented in the Risk Heat Maps on the following page: Chart 1 illustrates 
the end of year position for 2017/2018; Chart 2 illustrates the Quarter 1 position for 
2018/2019. 
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Chart 1: Quarter 4 - Period: at June 2018 

 
 

Chart 2: Quarter 1 - Period: at August 2018 
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4.6. Essentially movement continues to be in a positive (risk is reducing) direction and, as 

confirmed at the last Audit, Pensions and Standards Committee meeting, a risk narrative 
of the principal movements on risks is provided below: 

 
Closed Risks 
 

4.7. It is proposed that Risks 1 and 2 are closed, both relate to prior year activity. Risk 18 is 
now closed following review of the Risk report provided to the Committee in July. 
 
Reduced Risks 
 

4.8. Risk 4 - Public Health funding reduction limiting investment in other departments and 
priorities is no longer deemed a significant risk. In 2018/19 the total public health grant to 
local authorities is £3.215bn. The grant is ring fenced for use on public health functions 
exclusively for all ages. The Council will still need to comply with the grant conditions and 
will need to submit quarterly data returns of spend on public health (total mandated and 
non-mandated services) as part of the existing Quarterly Revenue Outturn report. The 
authority must maintain a robust system of internal financial controls and inform the 
Department of Health promptly of any significant financial control issues raised by its 
internal auditors in relation to the use of the public health grant. 
 

4.9. Risk 10 - Increase in complexity of working with Health partners is decreasing (risk 
improved) as the Public Heath duties are becoming well-established within the Council. 
 
Increased Risk 

 
4.10. Risk 11 – Decision making and maintaining reputation and service standards: 

corporate reporting of key performance indicators and a range of corporate health 
measures (including finance, risk, organisation/people) has been developed to enable the 
Strategic Leadership team oversight. 

 
4.11. The internal audit review of LBHF Ventures reported elsewhere on this agenda has 

identified areas for improvement in governance and decision making processes.  As a 
result of this and the ongoing requirement to review governance arrangements and 
processes to compile the Annual Governance Statement, governance and decision-
making processes are being reviewed to ensure they are appropriate and effective to 
support good officer and member decision-making. 
 
Risk narrative 
 

4.12. Risk 3 – Commercial Contract Management and Procurement:  progress against the 
actions arising from the internal audit reviews of Procurement Governance and Contractor 
Resilience were reported to the Committee in July.  Further progress has since been 
made to implement the Commercial Management Initiative Programme.  Corporate 
Procurement are updating all contract information on the central Electronic Procurement, 
CapitalESourcing system and undertaking spend analysis for our contracts. This has 
included entering the inclusion of any contracts not so that we have a complete and 
dedicated list of information. Management information around contracts is being 
developed to: target potential areas for intervention, including reprocurement and 
additional contract management support; ensure that regular monitoring and oversight on 
key contracts is in place and appropriate assurances are being provided on performance 
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and contractor resilience; and, enable the development of future strategies for delivering 
services from the market. 
 

4.13. Risk 5 - Business resilience risks, systems, processes, resources, IT and 
accommodation moves. recognises potential threats to the council and individual 
services, and analyses what impact they may have on day-to-day operations. It also 
provides a way to mitigate these threats, putting a framework in place which means key 
functions of the council can continue, even if the worst happens. In the past quarter 
presentations was given to Department Management Teams to ensure that all Service 
Continuity Plans (SCPs) are completed by end of August 2018, a quality review of plans 
will follow. Briefing sessions were specifically arranged for Public Services Reform 
Officers to raise awareness of Business Continuity Management and Supply Chain 
Resilience facilitated by the Council’s Business Continuity Manager.  

 
4.14. Officers are due to conduct a quality review of plans, identifying improvements where 

required and a sample of Priority 1 Services with a Recovery Time Objective of 24 hours 
will be selected to conduct desktop simulation exercises to verify the adequacy and 
effectiveness of the plans in place. 
 

4.15. Risk 6 – Information management and digital continuity including Cyber Security: 
with funding from the Cabinet Office, the Local Government Association (LGA) is carrying 
out a stocktake of all 353 principal English councils’ existing cyber security arrangements, 
to understand what measures are in place and gain a high-level picture of the sector as 
a whole. The LGA will use this information to develop a system of sector-led support and 
improvement, including a grant funding scheme which councils will be able to bid to 
improve their cyber resilience. 
 

4.16. The General Data Protection Regulations (GDPR) came into effect as the data Protection 
Act 2018 on 25 May 2018. This new act placed a number of new duties on Data 
Controllers and Data Processors. The Council is GDPR "ready" and working towards 
compliance.  Further work is being undertaken to: ensure all staff are trained in the new 
requirements and to ensure that all relevant contracts with third party suppliers contain 
clauses regarding the processing and retention of data which are compliant with the new 
regulations. 
 

4.17. Risk 7 - Managing statutory duties, health and safety: an internal audit review in 
2017/18 of corporate property’s oversight of health and safety compliance of the principal 
contractor across the Council’s corporate buildings gave limited assurance, identifying 
several strategic and operational weaknesses. 
  

4.18. The Strategic Director of Finance ＆ Governance is now responsible for corporate 

buildings, with a new interim Assistant Director of Corporate Property in place to ensure 
appropriate oversight and management of corporate buildings. Weekly building 
compliance board meetings with key personnel including corporate safety are held to 
monitor performance. 

 
4.19. The Corporate Safety team has undertaken a review of fire evacuation plans across the 

Council’s main corporate buildings including higher risk sites. Changes have been made 
as appropriate and recommendations for enhancement in fire safety have been put 
forward. 
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4.20. Corporate safety continues to meet fortnightly with Housing to review operational 
compliance. A recent audit of the gas safety management arrangements for compliance 
oversight gave satisfactory assurance. An audit of lift management is underway, other 
areas of compliance including fire are scheduled for later in the year. 

 
4.21. Inspections of third party providers of accommodation to vulnerable adults and children 

is ongoing. Any concerns will be fed back to the commissioners to ensure learning is 
embedded in the commissioning process. 

 
4.22. A report outlining the recently reviewed Growth and Place Directorate (G&P) policies for 

Asbestos, Fire and Gas Safety and Management have been developed for submission to 
Cabinet for adoption.  
 

4.23. The policies explain how the Growth and Place Directorate will effectively promote and 
manage safety issues about asbestos, fire and gas safety and taking account of residents, 
staff, contractors and visitors. Implementation of these policies will ensure that the Council 
fulfils its duties in providing and maintaining a safe and healthy environment for our 
residents, staff, contractors and visitors and delivers against the Excellent Housing 
Services for all themes.  Compliance with and performance of the policies will be 
monitored by the Strategic Core Compliance Group. 

 
4.24. Risk 9 – Partnerships and major contracts: a Major Programmes Board has been 

established, supported by a Programme Management Office which will provide support 
to significant council programmes and assurance on the governance, progress and 
delivery of major programmes established to deliver the Council’s priorities. A programme 
management assurance framework is also being developed to support all programmes. 

 
4.25. Risk 14 – Compliance with the statutory duties to undertake inspection regimes 

covering Management of Asbestos, Electrical Testing, Fire Risk, Plant and Equipment, 
Water/Legionella.  The company responsible for managing statutory compliance for H&F 
Civic Properties has failed to provide all documentation relating to the inspection regime. 
They have therefore been instructed to re-test all inspections with missing documentation. 
The deadline to undertake re-inspections is 31 August 2018. This is also the deadline to 
remedy any expired or invalid certificates.  The most up to date audit shows compliance 
at 47.8%, re-inspection is expected to elevate this to around 80% and further action is 
being taken to demonstrate 100% compliance. 
 

4.26. Monitoring and reporting is in place for compliance across all areas of Housing. 
Fortnightly compliance meetings are held with Corporate Health and Safety to monitor 
progress and provide independent assurance. The Asbestos Action is being 
implemented. The Council continues to take a proactive approach to ensuring that Fire 
Risk Assessments are updated. Fire Risk Assessments for properties of 6 storeys and 
above are available on the Council’s website. A new water hygiene contract and contract 
for the inspection and testing of lightning conductors commenced April 2018.  All Housing 
compliance records will have been entered onto a single database by the end of 2018. 
 

4.27. Risk 16 - Change Readiness e.g. Smartworking, New systems, is a diminishing risk as 
the MSP Programme Board has been established. Communications to staff introducing 
the Integrated Business Centre (IBC) as part of the Hampshire partnership, which will 
provide our systems for finance, procurement (shopping), payroll and recruitment has 
commenced. 
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4.28. Risk 21 – West King Street Renewal Programme: A strategy has been developed for 
delivery of alternative of office facilities, with cabinet approval for commercial heads of 
terms was approved in March 2018. A planning application has been submitted in April 
2018.  

 
4.29. The July 2018 cabinet report included further detail around the business case for the 

scheme and appropriate approvals to allow the scheme to progress. The report explains 
the details of the legal structure and the enabling actions the Council needs to take for 
the project to be progressed. It sets out the risks associated with these decisions, 
including the possible financial costs. 
 

4.30. Risk 22 - Children's services placements: A 50-child increase in the number of looked 
after children in the last 3 years creates budget pressures as the budget is not based on 
head count. Pressures are primarily due to the continued increase on service demand, 
higher unit costs and more complex needs. Funding is not formula driven so as demand 
is rising and the budget is reduced for savings, there is limited possibility to contain 
expenditure within budget.  Work continues both to ensure that the forecast is robust and 
that young people are placed in the most appropriate placement type for their need. 
 

4.31. Risk 23 - High needs budget pressure in the Direct school block: a full system review 
has been undertaken to reconcile activity, funding, and expenditure. A project team and 
governance has identified options and work streams to recover the deficit on the High 
Needs Block for the Local Authority and to support Special Schools with their financial 
planning and efficiency. A dedicated project team has identified potential options to 
reduce the underlying funding deficit. Officers are preparing a briefing for Cabinet. 
 
New Risks 
 

4.32. Risk 24 - Financial Strategy in year budget 2018/2019 and Medium-Term Planning, 
closing Risk 1. The Council’s finances continue to tighten. Relatively minor overspends 
are widespread with few underspend areas identified. There is little ‘slack’ and no 
indication that the position will improve without change. In several key areas there is 
evidence of increased demand for services. For example, the number of household in 
temporary accommodation has increased by 460 (38%) in 3 years. The underlying 
Dedicated Schools Grant deficit continues to be a concern that the Council cannot ignore.  

 
4.33. Action plans have been received from departments to mitigate the forecast overspends, 

delivery of action plans has been assigned to relevant responsible officers.  
 

4.34. Risk 25 - Adult Social Care balanced budget in 2018/2019 and in the medium term, 
closing Risk 2. The department continues to experience budget pressures; this is mainly 
because of the full year implications of new service users coming through the service 
from 2017/18 especially within Home Care and Learning Disability.  

 
4.35. The department has considered the new additional one-off funding from the Adult Social 

Care Grant of £574,000 to partly mitigate the some of these pressures. Historically, the 
department’s budget has had underlying budget pressures, which were partly mitigated 
in year by using a combination of management actions to control the budget, one off 
reserves and from last year with the Improved Better Care Funding.  At this early stage 
of the year, the department is highlighting a maximum risk of £1.3m due as a 
consequence of potential additional transitional service users and difficulty of some in 
year savings at risk of non-delivery. 
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4.36. Risk 26 – Impact of a “no deal” Brexit: a ‘no deal’ scenario is one where the UK leaves 

the European Union (EU) on 29 March 2019 without a Withdrawal Agreement and 
framework for a future relationship in place between the UK and the EU. 

 
4.37. In a ‘no deal’ scenario there would therefore be no agreement to apply any of the elements 

of the Withdrawal Agreement. If the UK left the EU on 29 March 2019 without a deal there 
would be immediate changes to, as now routine procedures, in the event of a ‘no deal’ 
scenario. The Secretary of State for Exiting the European Union began publishing a series 
of 25 technical notices during August and September setting out information to allow 
businesses and citizens to understand what they would need to do in a ‘no deal’ scenario, 
so they can make informed plans and preparations, including but not limited to: 

 

 Trading with the EU: if the UK left the EU on 29 March 2019 without a deal there would 
be immediate changes to the procedures that apply to businesses trading with the EU. 
It would mean that the free circulation of goods between the UK and EU would cease. 

 Banking, insurance and other financial services: In a ‘no deal’ scenario, UK firms’ 
position in relation to the EU would be determined by the relevant member state rules 
and any applicable EU rules for countries outside of the EEA. 

 State aid: state aid is support in any form (financial or in kind) from any level of 
government which gives a business or another entity a benefit in the single market that 
could not be obtained during the normal course of business.  With no specific UK 
legislation related to state aid claims may be made in the UK courts to force aid givers 
who have not notified aid (to the EU) to stop giving aid until they have done so. 

 Workplace rights: the EU (Withdrawal) Act 2018 brings across the powers from EU 
Directives. This means that workers in the UK will continue to be entitled to the rights 
they have under UK law, covering those aspects which come from EU law.  

 Medicines Supply Contingency Planning Programme: the Department of Health and 
Social Care (DHSC) recently undertook reviewed the supply chain for medicines, 
including radioisotopes and vaccines, where the UK relies on imports from the EU and 
European Economic Area (EEA). Without a deal, the supply chains for these products 
may be affected by changes to border controls.  DHSC is working with the relevant 
marketing authorisation holders to ensure that UK stocks of medicines are adequate 
to cope with any potential delays at the border that may arise in the short term. 

 
4.38. A London Resilience Partnership project has been instigated to look at implications, with 

the aim of reporting to the London Resilience Forum on the 18th October. This will include 
local authority input, include a trawl of activities/issues within boroughs. 

 
5. CONSULTATION 
 
5.1. Consultation has taken place with the Strategic Leadership Team, service department 

risk representatives and subject matter experts in Business Continuity, Insurance, Health 
and Safety, Commercial and Procurement, Internal Audit and Information Management. 

 
6. EQUALITY IMPLICATIONS 
 
6.1. There are no direct Equality implications associated with the presentation of Risk 

Registers to the Strategic Leadership Team and Audit, Pensions and Standards 
Committee. 
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7. LEGAL IMPLICATIONS 
 
7.1. There are no direct legal implications associated with the presentation of Risk Registers 

to the Strategic Leadership Team and Audit, Pensions and Standards Committee. 
 

7.2. Implications verified/completed by Kevin Beale, Senior Corporate Solicitor, 02087532740 
 
8. FINANCIAL IMPLICATIONS 
 
8.1. There are no direct Finance implications associated with the presentation of Risk 

Registers to the Strategic Leadership Team and Audit, Pensions and Standards 
Committee. 

 
9. IMPLICATIONS FOR BUSINESS 
 
9.1. There are no direct implications for business associated with the presentation of Risk 

Registers to the Strategic Leadership Team and Audit, Pensions and Standards 
Committee. 

 
10. COMMERCIAL IMPLICATIONS  
 
10.1. There are no direct implications for business associated with the presentation of Risk 

Registers to the Strategic Leadership Team and Audit, Pensions and Standards 
Committee. 

 
11. IT IMPLICATIONS 
 
11.1. There are no direct implications for Information Technology associated with the 

presentation of Risk Registers to the Strategic Leadership Team and Audit, Pensions and 
Standards Committee. 

 
12. OTHER IMPLICATION PARAGRAPHS 
 
12.1. A list of Corporate Risks is required in the narrative of the Council’s Statement of 

Accounts. Risk Management is a statutory responsibility under the Accounts and Audit 
Regulations 2015. A relevant authority, the Council, must ensure that it has a sound 
system of internal control which includes effective arrangements for the management of 
risk. 

 
12.2. Implications completed by Michael Sloniowski, Risk Manager, telephone 02087532587. 
 
13. BACKGROUND PAPERS USED IN PREPARING THIS REPORT 

 

No. 
 

Description of 
Background Papers 

Name and contact details of 
responsible officer 

Department/ 
Location 

1. Risk registers  
 

Michael Sloniowski, Risk Manager, 
telephone 020 8753 2587 

Internal Audit, Fraud, Risk 
and Insurance 

 
LIST OF APPENDICES 
Appendix A: List of Corporate Risks
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APPENDIX A: Corporate Risks profiled as at August 2018 showing periods Q4, 2017/18 and Q1 2018/19. 
 

       

No. Risk  

 Q4 17/18 
 

Likelihood 

Q4 17/18 
 

Impact 

Q1 18/19 
 

Likelihood 

Q1 18/19 
 

Impact Movement Officer 

1st Line of 
Assurance 
Operational 

2nd Line of 
Assurance 
Corporate 
Oversight 

3rd Line of 
Assurance 
Independent 

1 Financial Management in year budget 2017/2018 and Medium-Term Planning. 4 4 4 4 
Proposed to close, see 
Risk 24 

HJ High High Very High 

2 
Adult Social Care balanced budget pressure in 2017/2018 and over the medium 
term. 

2 4 2 4 
Proposed to close, see 
risk 25 

LR High High Very High 

3 
Commercial Contract Management and Procurement risks, rules, outcomes social 
value, management. 

4 4 4 4 Stable LR Low Moderate Moderate 

4 
Public Health funding reduction limiting investment in other departments and 
priorities. 

4 4 2 2 
No longer deemed a 
significant risk 

LR Moderate Moderate High 

5 
Business resilience risks, systems, processes, resources, IT and accommodation 
moves. 

2 4 2 4 Stable NA Moderate Moderate High 

6 
Information management and digital continuity including Cyber Security, 
regulations, legislation and compliance. 

3 4 3 4 Stable VB Moderate Moderate  High 

7 
Managing statutory duties, health and safety, equalities, human rights, duty of 
care regulations, highways etc. 

3 4 3 4 Stable KD High High High 

8 Standards and delivery of care, protection of children and adults. 3 3 3 3 Stable LR/SM Very High Very High Very High 

9 
Failure of partnerships and major contracts (The Link, 3BM, Shared Service, 
Commercial Providers, EdCity , Family Support Services, TfL, Mayor for London)  

3 4 3 4 Stable LR Moderate Moderate Moderate 

10 Increase in complexity of working with Health partners. 3 4 2 4 Improved LR High High High 

11 
Decision making and maintaining reputation and service standards. Governance, 
conduct, external inspections, information management. 

2 4 3 4 Increased HJ/RD High High High 

12 Failure to identify and address internal and external fraud. 3 4 3 4 Stable HJ/DH High High High 

13 
Managed Services (Existing Human Resources and Financial Transactional 
Service) 

4 4 4 4 Stable MG High High High 

14 
Compliance with the statutory duties to undertake inspection regimes 
covering Management of Asbestos, Electrical Testing, Fire Risk, Plant and 
Equipment, Water/Legionella. 

3 5 3 5 Stable HJ/JR Moderate Moderate Moderate 

15 Co-ordination and response to calls on the Council for Mutual Aid in a crisis 3 5 3 5 Stable NA High High High 

16 Change Readiness e.g. Smartworking, New systems. 4 4 3 4 Improved MG High Moderate High 
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No. Risk  

 Q4 17/18 
 

Likelihood 

Q4 17/18 
 

Impact 

Q1 18/19 
 

Likelihood 

Q1 18/19 
 

Impact Movement Officer 

1st Line of 
Assurance 
Operational 

2nd Line of 
Assurance 
Corporate 
Oversight 

3rd Line of 
Assurance 
Independent 

17 Challenges in Recruitment and retention.  4 4 4 4 Stable MG High Moderate High 

18 Moving on Programme, talent, resource, impact, cost, transition and mobilisation. 1 4   Closed LR High High High 

19 
Coroner’s Office (The Council Acts as a Lead for Services to other Local 
Authorities).  

2 4 2 4 Stable RD High Very High High 

20 Procurement of replacement HR, Payroll and Finance Services 3 4 3 4 Increased risk MG High High High 

21 West King Street Renewal Programme 4 4 4 4 Stable JR Moderate Moderate Moderate 

22 
Children's services placements. 50 child increases in the number of looked after 
children in the last 3 years creates budget pressures as the budget is not based 
on head count 

4 4 4 4 Stable SM High High High 

23 High needs budget pressure in the Direct school block. 4 4 4 4 Stable SM High High High 

24 Financial Management in year budget 2018/2019 and Medium-Term Planning.   4 4 New 2018 2019 Risk HJ High High Very High 

25 
Adult Social Care balanced budget pressure in 2018/2019 and over the medium 
term. 

  2 4 New 2018 2019 Risk LR High High Very High 

26 Impact of a ‘no-deal’ Brexit.   4 4 New 2018 2019 Risk KD High Moderate Low 

  
 
 
 
 
 
 

Key-Risks 

High risk - immediate management action required.  

Medium risk - review controls.  
Low risk - monitor and if the risk escalates check controls.  

Key-Assurance effectiveness  
Very High - Robust level of assurance  
High -  Good level in assurance but not systemic.  
Moderate -  Some systemic weaknesses in assurance.  
Low - Insufficient evidence available to make judgement.  


